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Renewing Certificates

Smartcards contain two digital certificates for the purpose of authentication. To ensure access to the NHS Care Records Service (and therefore patient information) remains secure, certificates must be renewed every two years. You will be notified by your RA when your certificates need renewing. 

To renew your certificates, log on using your Smartcard. Open Internet Explorer and navigate to the NHS Spine Portal (https://portal.national.ncrs.nhs.uk). 
Click on Launch NCRS Smartcard Management Service application hyperlink.
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The system will confirm your name and prompt you to:

Enter your Passcode (PIN)
Click Logon
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The two dialogue boxes below will display temporarily.
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The screen below then displays, showing you are connected. 

Click on the Card tab and then select Update My Card.
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The system checks if your Smartcard certificates are due to expire (within 90 days) and a message confirms that there are updates available for your Smartcard. 
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For security reasons, you will need to enter your Passcode again and then click OK. If you click Cancel the process will be aborted.
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Do not remove your Smartcard during this process as it may affect your certificates being renewed (which the RA may need to correct). 
The Creating card screen then displays:
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Next, the Write Certificate screen displays, updating itself to show progress from Pending to Writing to Done.

[image: image9.jpg]Write Certificates

Enterprise (user_cc_nhs) (2) _Done





When the first certificate has been renewed the message below appears. Click Next.
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The system will renew the second certificate in the same way and display the message below.
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· Click Next and the confirmation screen will display.
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If you click on the OK button you can see that your certificates have been renewed.
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If the system fails to renew the certificates, the following message will display, click on abort this issuance.
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The screen will confirm that the operation was completed with errors.
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You will therefore need to repeat the process again by selecting Cards
If the error persists, either certificate is not renewed or you experience any other problems, contact your local RA. 

For further information on Smartcard certificates and troubleshooting refer to 4735 The GemSafe Toolbox Quick Reference Guide.

Logging Off

You must now log off the system.  If you are using another application, make sure you save your data as appropriate, close the browser window and remove your Smartcard from the reader. Log back on to test your Smartcard. 

If, when you try to log back on, you have any problems contact your local Registration Authority.
Clinical Safety Note:

Smartcards allows health care professionals to access clinical records both on the Spine and on Spine accredited local systems. Errors or delays in this process may contribute to a delay in the provision of care or the provision of inappropriate care.
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